

Cyber Risk is a Myth – Chapter 4 - Kayne McGladrey, CISSP
Risk Acceptance Decision Framework
· PURPOSE: Establishes a structured approach for evaluating, documenting, and approving decisions to accept security risks, ensuring appropriate accountability and visibility.
· WHEN TO USE: When security risks cannot be fully mitigated and formal risk acceptance decisions must be made, particularly for risks that exceed standard tolerance levels.
RISK DETAILS
Risk ID: [From risk register]
Risk Description: [Copy from risk register]
Business Context: [Describe affected business process/service]
Risk Owner: [Name and position]
RISK ASSESSMENT
Inherent Risk Rating: [High/Medium/Low or numerical score]
Current Controls: [List existing controls]
Residual Risk Rating: [High/Medium/Low or numerical score]
Potential Business Impact: [Describe and quantify where possible] 
Financial impact: [X−X- X−Y estimated range] 
Operational impact: [Describe potential disruption]
Reputational impact: [Describe potential damage]
Regulatory impact: [Describe potential violations]
ACCEPTANCE RATIONALE
Business Justification: [Why accepting this risk is the appropriate response]
Alternatives Considered: [What other options were evaluated and why they were rejected]
Cost-Benefit Analysis: [Compare cost of additional controls vs. potential loss]
ACCEPTANCE TERMS
Acceptance Period: [Start date] to [End date] (not to exceed [X] months)
Compensating Controls: [Temporary controls to be implemented during acceptance period]
Monitoring Requirements: [How the risk will be monitored during acceptance]
Reassessment Triggers: [Events that would prompt earlier reassessment]
APPROVAL 
Based on the authorization levels below, this risk acceptance requires approval from: [Determine required approvers based on chart below]
	Risk Level
	Maximum Acceptance Period
	Required Approvers
	Documentation Requirements

	Low
	12 months
	• Business Unit Manager
• Security Manager
	• Basic risk details
• Simple justification

	Medium
	6 months
	• Business Unit Director
• CISO/Security Director
• Risk Committee review
	• Detailed risk assessment
• Business justification
• Compensating controls

	High
	3 months
	• Business Unit Executive
• CISO
• CIO/CTO
• Risk Committee approval
	• Comprehensive risk analysis
• Business case
• Monitoring plan
• Remediation timeline

	Critical
	1 month (emergency only)
	• C-Suite Executive
• CISO
• Board/Risk Committee notification
	• Complete risk documentation
• Executive summary
• Detailed remediation plan
• Weekly status reporting


Table 1: Risk Acceptance Authorization Levels
IMPLEMENTATION TIPS:
· Ensure risk acceptance decisions are time-bound with clear expiration dates
· Create a central repository for all risk acceptance decisions for tracking and review
· Review all active risk acceptances quarterly to ensure conditions haven't changed
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