

Cyber Risk is a Myth – Chapter 6 - Kayne McGladrey, CISSP
Security Communication Playbook
· Purpose: Provide templates and guidelines for effectively communicating security information to different stakeholders in business-relevant terms.
· Instructions: Use this playbook to prepare security communications that resonate with specific business audiences. Select the appropriate template based on your audience and communication objectives.
PART A: Audience Analysis Tool
Stakeholder Communication Preferences
	Stakeholder
	Primary Concerns
	Communication Preferences
	Technical Level
	Decision Authority

	Board Members
	• Governance and oversight 
• Risk management 
• Compliance 
• Fiduciary responsibility
	• High-level summaries 
• Comparative data 
• Material risks only 
• Clear governance implications
	Low/varies
	• Strategic oversight 
• Major investment approval 
• Risk appetite definition

	CEO
	• Strategic alignment 
• Reputation impact 
• Competitive positioning 
• Material risks
	• Executive summaries 
• Business impact focus 
• Forward-looking insights 
• Peer comparison
	Low/Medium
	• Strategic direction 
• Executive sponsorship 
• Organization-wide priorities

	CFO
	• Cost justification 
• Risk quantification 
• Budget allocation 
• Financial impact
	• Financial metrics 
• ROI analysis 
• Cost-benefit data 
• Resource optimization
	Low/Medium
	• Budget approval 
• Investment prioritization 
• Financial risk management

	CIO
	• Technical feasibility 
• IT integration 
• Service impacts 
• Resource requirements
	• Technical summaries 
• Implementation considerations 
• Operational impacts 
• Resource requirements
	High
	• IT infrastructure decisions 
• Technology standards 
• System implementation

	Business Unit Leaders
	• Business impact 
• Productivity effects 
• Time-to-market 
• Customer experience
	• Operational metrics 
• Business enablement focus 
• Practical implications 
• Required actions
	Varies
	• Business operations 
• Project approval 
• Process changes 
• Acceptance of risk

	Product Teams
	• Feature delivery 
• Customer requirements 
• Time-to-market 
• Competitive features
	• Practical guidance 
• Development implications 
• Customer security needs 
• Security as differentiator
	Medium/High
	• Product features 
• Development priorities 
• Release timing 
• Security capabilities

	Regulators
	• Compliance 
• Due diligence 
• Control effectiveness 
• Incident response
	• Detailed compliance evidence 
• Control documentation 
• Process descriptions 
• Substantive testing results
	Medium/High
	• Regulatory action 
• Compliance requirements 
• Findings and remediation 
• Enforcement priorities


Table 1: Stakeholder Communication Preferences
PART B: Message Framing Templates
1. Executive Briefing Template (1-page)
SECURITY EXECUTIVE BRIEFING: [DATE]
EXECUTIVE SUMMARY:
[1-2 sentences on current security posture and key developments]
KEY DEVELOPMENTS:
· [Business-impact focused bullet point]
· [Business-impact focused bullet point]
· [Business-impact focused bullet point]
RISK PROFILE:
[Simple visualization of risk posture with trend indicator]
STRATEGIC IMPLICATIONS:
[How security status affects business strategy]
RECOMMENDED ACTIONS:
[Clear, specific executive actions required]
APPENDIX: Supporting details available on page 2

Example Executive Briefing
SECURITY EXECUTIVE BRIEFING: May 12, 2024
EXECUTIVE SUMMARY:
Our security posture remains strong with continued progress in our digital security program, though recent supply chain attacks in our industry require heightened vigilance for our upcoming product launch.
KEY DEVELOPMENTS:
· Advanced fraud prevention system fully deployed, reducing customer fraud by 42% and protecting approximately $2.3M in monthly transaction volume
· Security enhancements to mobile application completed ahead of schedule, supporting June 1 marketing launch with enhanced customer protection claims
· Third-party security monitoring identified potential supply chain vulnerability affecting 3 vendors critical to our payment processing infrastructure
RISK PROFILE:
[Risk gauge showing MODERATE with upward trend from LOW]
STRATEGIC IMPLICATIONS:
Supply chain vulnerabilities could impact our payment processing reliability during the summer promotion period. Enhanced fraud protection capabilities create marketing differentiation opportunity for the upcoming product launch.
RECOMMENDED ACTIONS:
· Approve additional vendor security assessments ($75K) to validate third-party security before peak season
· Review updated security messaging for summer product launch campaign by May 20
· Confirm business continuity preparations for payment processing contingency plan
APPENDIX: Detailed risk analysis and mitigation plan available

2. Board Presentation Framework (5-7 slides)
Slide 1: Executive Summary
Purpose: Provide an at-a-glance view of security posture
Content: 
· Overall security posture assessment
· Most significant changes since last report
· Material risks requiring board attention
· Key accomplishments and challenges

Slide 2: Risk Governance
Purpose: Show alignment with risk appetite and management framework
Content: 
· Current risk posture vs. defined risk appetite
· Major risk changes since last report
· Risk acceptance decisions requiring board visibility
· Significant policy exceptions or changes

Slide 3: Strategic Alignment
Purpose: Demonstrate security's support for business strategy
Content: 
· Security's role in enabling key strategic initiatives
· Security as competitive differentiator
· Customer/partner trust metrics
· Forward-looking security strategy

Slide 4: Program Maturity
Purpose: Show progress on security capability development
Content: 
· Security program maturity assessment
· Progress against security roadmap
· Investment effectiveness
· Capability gaps and remediation plans

Slide 5: Notable Developments
Purpose: Highlight significant security events and responses
Content: 
· Significant security incidents and response
· Major threat developments affecting the organization
· Regulatory developments and compliance impact
· Industry trends and emerging threats

Slide 6: Industry Context
Purpose: Provide comparative benchmarking and industry insight
Content: 
· Security posture compared to industry peers
· Industry threat landscape
· Regulatory and compliance trends
· Security investment benchmarks

Slide 7: Recommendations
Purpose: Gain support for key security decisions
Content: 
· Strategic security recommendations
· Resource requests requiring board approval
· Risk acceptance decisions requiring board input
· Forward-looking security considerations

3. Business Impact Narrative Structure
Business context: "Our customer trust strategy depends on..."
Security impact: "We've observed an increase in attempts to..."
Business translation: "This represents a risk to our customer data and could impact..."
Action taken: "We've implemented protections that..."
Business outcome: "This has maintained our customer trust advantage while..."
Decision needed: "To address remaining exposure, we need to decide..."

Example Business Impact Narrative
Business context: "Our digital banking growth strategy depends on customers trusting our mobile platform with their sensitive financial information and daily transactions. The recent marketing campaign highlighting our security advantage has accelerated customer acquisition by 12%."
Security impact: "We've observed a 38% increase in sophisticated phishing attempts targeting our mobile banking customers over the past 60 days. These attacks are designed to steal credentials and bypass standard authentication methods."
Business translation: "This represents a significant risk to our customers' account security and could impact our reputation for safe banking, potentially affecting our 22% growth target and newly acquired customers who cited security as a primary reason for choosing us."
Action taken: "We've implemented enhanced fraud detection that can identify suspicious login patterns even when credentials are valid. We've also accelerated the deployment of behavioral biometrics that can detect when an authorized user's account is being accessed by someone else."
Business outcome: "This has maintained our customer protection capabilities and trust advantage while preventing an estimated $3.2 million in potential fraud losses. Customer feedback on the additional security has been positive, with authentication satisfaction scores increasing 7 points."
Decision needed: "To address remaining exposure, we need to decide whether to invest $450,000 in advanced threat intelligence capabilities that would provide earlier warning of these attack campaigns. This would strengthen our security advantage messaging and potentially reduce investigation costs by 35%."

4. CFO Security Investment Brief
SECURITY INVESTMENT ANALYSIS
Date: [Current Date]

INVESTMENT OVERVIEW:
[Brief description of security investment or program]
FINANCIAL SUMMARY:
· Total Investment: $X over Y years
· Annual Operating Cost: $Z
· Expected ROI: X% over Y years
BUSINESS VALUE:
1. Risk Reduction
· Protected Assets: [Description and value]
· Potential Loss Avoided: $X annually
· Risk Reduction: X% improvement
2. Business Enablement
· Business Initiatives Supported: [List]
· Revenue Impact: $X
· Time-to-Market Improvement: X%
3. Operational Efficiency
· Process Improvements: [List]
· Cost Savings: $X annually
· Resource Optimization: [Description]
INDUSTRY CONTEXT:
· Peer Investment: X% of IT budget (our current: Y%)
· Industry Trend: [Brief description]
· Regulatory Considerations: [Brief description]
ALTERNATIVES CONSIDERED:
· Alternative 1: [Description, cost, pros/cons]
· Alternative 2: [Description, cost, pros/cons]
· Do Nothing Scenario: [Risk and implications]
RECOMMENDED APPROACH:
[Clear, specific recommendation with financial justification]

IMPLEMENTATION TIMELINE:
[Key milestones with dates and financial requirements]

5. Security Incident Communication Template
SECURITY INCIDENT BRIEFING
Date/Time: [Current Date and Time]
INCIDENT SUMMARY:
[Brief description of what happened, current status, and business impact]
BUSINESS IMPACT:
· Systems Affected: [Business-critical systems impacted]
· Operational Impact: [Description of business disruption]
· Customer Impact: [Description of any customer effects]
· Financial Impact: [Known or estimated financial implications]
RESPONSE STATUS:
· Current Phase: [Detection/Containment/Eradication/Recovery]
· Actions Taken: [Key response actions completed]
· Actions Underway: [Current response activities]
· Timeline: [Expected resolution timeframe]
BUSINESS DECISIONS NEEDED:
· [Specific decision required with options and implications]
· [Specific decision required with options and implications]
COMMUNICATION PLAN:
· Internal: [Plan for employee communications]
· External: [Plan for customer/partner communications]
· Regulatory: [Any required regulatory notifications]
NEXT UPDATE:
[Date/time of next scheduled update]

QUESTIONS/ADDITIONAL INFORMATION:
[Contact information for further questions]

PART C: Communication Effectiveness Checklist
Before Delivery
Content Assessment 
· Have I identified the 1-3 most important messages? 
· Have I translated technical concepts into business language? 
· Have I quantified business impact where possible? 
· Have I connected security information to business priorities? 
· Have I removed unnecessary technical jargon? 
· Have I provided clear context and relevance? 
· Have I included specific recommended actions? 
· Have I prepared for likely questions?
Audience Alignment 
· Is this communication tailored to the specific audience? 
· Does it address their primary concerns and responsibilities? 
· Is the technical detail appropriate for their knowledge level? 
· Does it support decisions they need to make? 
· Is the information actionable for this specific audience?
Format and Timing 
· Is the format appropriate for the content and audience? 
· Is the length appropriate for the audience and context? 
· Is the timing aligned with business decision cycles? 
· Have I respected the audience's time constraints? 
· Is there a clear call to action or next steps?

Visualization Review
Design Assessment 
· Do visualizations have clear business-focused titles? 
· Is color used sparingly and meaningfully? 
· Are trends and comparisons clearly visible? 
· Are business implications obvious from the visualization? 
· Is technical detail available but not overwhelming?

Data Integrity 
· Is the data source clearly identified? 
· Is the time period clearly labeled? 
· Are any data limitations noted? 
· Are comparisons fair and appropriate? 
· Has the data been validated for accuracy?

Action Orientation 
· Do visualizations clearly indicate when action is needed? 
· Are thresholds and targets clearly marked? 
· Is the "so what" obvious from the visualization? 
· Do visualizations support specific decisions? 
· Is context provided for proper interpretation?

Delivery Best Practices
Presentation Approach 
· Start with business impact, not technical details 
· Use analogies from business operations to explain complex concepts 
· Provide written summaries for complex information 
· Be explicit about business consequences and opportunities 
· Distinguish between information-sharing and decision-requesting items 
· Allow time for questions and clarification
Language Guidelines 
· Use business terminology familiar to the audience 
· Define any technical terms when first used 
· Focus on outcomes rather than activities 
· Use active voice and direct language 
· Express metrics in business terms (dollars, time, customer impact) 
· Use consistent terminology across all communications
Follow-up Practices 
· Document and distribute key decisions and action items 
· Provide additional information promised during discussion 
· Schedule follow-up communication for outstanding items 
· Collect feedback on communication effectiveness 
· Apply feedback to improve future communications

PART D: Security Storytelling Framework
Business Context
· What business objectives are relevant?
· What matters most to this audience?
· What decisions need to be made?
Security Narrative
· What happened or what did we discover?
· Why does it matter to the business?
· What's the potential business impact?
Business Implication
· How does this affect business objectives?
· What's the magnitude of impact?
· How does this compare to other business risks?
Action and Outcome
· What actions are recommended?
· What business benefits will result?
· What resources are required?

Example Security Story: Cloud Migration Security
Business Context: "Our three-year strategic plan depends on migrating 80% of our applications to the cloud to reduce infrastructure costs by 30% and improve business agility. The executive team has approved a $12M budget for this initiative with strict timeline targets to realize benefits starting next quarter."
Security Narrative: "Our security assessment of the initial application migration candidates revealed that 40% of these applications have security architectures incompatible with cloud deployment. Additionally, our current security monitoring capabilities don't extend effectively to cloud environments, creating potential blind spots."
Business Implication: "Without addressing these security gaps, we face three significant business risks: 1) deployment delays affecting the cost savings timeline by up to 6 months, 2) potential compliance violations with associated penalties up to $2M, and 3) increased vulnerability to data breaches in the cloud environment."
Action and Outcome: "We recommend a $750K investment in cloud security capabilities and application remediation support. This will accelerate secure migration by providing pre-approved security patterns, automated compliance verification, and extended monitoring capabilities. This approach will preserve the expected 30% cost reduction while maintaining our security posture and compliance status."

PART E: Common Security Communication Pitfalls
Technical Overload
Problem: Overwhelming business audiences with technical details they don't need 
Solution: Lead with business impact and provide technical details only as supporting evidence
Example Transformation:
Before: "We've implemented TLS 1.3 with PFS and HSTS across all web properties, deprecating older cipher suites to eliminate MITM vulnerability vectors."
After: "We've strengthened our website security to protect customer transactions, preventing potential fraud losses estimated at $2.3M annually while maintaining full compatibility with our customer base."

Fear-Based Messaging
Problem: Using fear tactics that alienate business leaders or create decision paralysis 
Solution: Balance risk information with practical, proportional response options
Example Transformation:
Before: "If we don't implement this security control immediately, we face catastrophic risk of a major breach that could destroy the company's reputation."
After: "Our analysis shows this security investment would reduce our exposure to brand-damaging breaches by 65%, protecting approximately $15M in annual revenue that depends on customer trust in our platform."

Unclear Business Relevance
Problem: Failing to connect security information to business priorities 
Solution: Explicitly link security information to specific business objectives and outcomes
Example Transformation:
Before: "Our vulnerability management program reduced critical and high vulnerabilities by 72% this quarter."
After: "Our vulnerability management program has reduced risk to our payment processing platform by 72% this quarter, directly supporting our goal of 99.99% payment system availability for the holiday season."

Missing Call to Action
Problem: Providing information without clear next steps or decision support 
Solution: Include specific recommendations, options, or requested decisions
Example Transformation:
Before: "Attackers are increasingly targeting our industry with ransomware."
After: "The increasing ransomware threat to our industry requires a decision on our backup strategy. We recommend investing $350K to implement immutable backups, which would reduce recovery time from weeks to days and avoid potential revenue losses of $2M per week of disruption."

One-Size-Fits-All Communication
Problem: Using the same message for all audiences regardless of their role or knowledge 
Solution: Tailor communications to each audience's specific needs and responsibilities
Example Transformation:
Before: [Sending the same 20-page security report to all stakeholders]
After:
· Board: 5-slide executive summary focusing on governance and material risks
· CEO: 1-page brief highlighting strategic implications and reputation protection
· CFO: Financial analysis showing security ROI and risk quantification
· Business Units: Customized reports showing specific impacts to their operations

Implementation Tips
1. Start with your audience 
· Consider their role, knowledge level, and decision authority
· Identify their primary business concerns and priorities
· Determine what decisions they need to make
2. Focus on business outcomes 
· Always translate technical information into business impact
· Quantify effects in business terms (revenue, cost, time, customers)
· Connect security information to strategic objectives
3. Practice storytelling techniques 
· Use narrative structures that engage business audiences
· Include concrete examples relevant to your organization
· Balance data with meaningful context and implications
4. Collect and apply feedback 
· Ask stakeholders what information was most valuable
· Note which metrics drive decisions and which are ignored
· Continuously refine your communication approach
5. Develop a consistent cadence 
· Establish regular security communication rhythms
· Align with business planning and decision cycles
· Build expectations for how and when security information will be shared
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